
SCANNING
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Hacking phases

1. Reconnaissance

1. Passive (public info)

2. Active (engaging the target – calls, emails,…)

2. Scanning

3. (enumeration)

4. Gaining Access

5. Maintaining access/escalating privileges

6. Clearing traces
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Scanning

• Scanning is a process of active probing a target 
network with the intent of revealing useful 
information and then using that information for 
later phases of the attack or the pen test.

• Types of scan:
– Port scan – detect open ports on a machine

– Network scan – detect active machines

– Vulnerability scan – find vulnerabilities, not exploiting 
them (this is penetration)

• Key tool – nmap

• Other tools – zenmap, zmap, pOf, hping3,…



Checking for live systems

• Wardialing – find computers connected via 

modem

• Wardriving – searching WiFi networks

• Using Ping

• Port scanning



Using ping

• ICMP Echo Request and Echo reply

• If successful, machine is alive

• If not successful, machine is not active, or 
packets are blocked by firewall or ping 
disabled

• Various options: set size, set time between 
packets, set IP version,…
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ping 8.8.8.8

nmap -sP -v 8.8.8.8



ping options (Linux version)

− 4 Use IPv4 only.

− 6 Use IPv6 only.

− B Allow pinging a broadcast address.

− c count

− i interval

− I interface

− M pmtudisc_opt (want, don’t)

− s packetsize

• Other: man ping, ping -h
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nmap tool - ping sweep

• Can be detected by firewall or IDS

• ping a range of addresses and ports
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nmap –sP –PE –PA<port numbers> <starting-endingIP>

nmap –sP –PE –PA21,23,80,3389 192.168.10.1-128

pavle@pavle-ideapad:~$ nmap -sP -PE -PA21,23,80,3389 192.168.1.1-255

Warning:  You are not root -- using TCP pingscan rather than ICMP

Starting Nmap 7.60 ( https://nmap.org ) at 2018-11-19 19:13 CET

Nmap scan report for _gateway (192.168.1.1)

Host is up (0.081s latency).

Nmap scan report for 192.168.1.100

Host is up (0.015s latency).

Nmap scan report for 192.168.1.105

Host is up (0.047s latency).

Nmap scan report for 192.168.1.107

Host is up (0.24s latency).

Nmap scan report for 192.168.1.111

Host is up (0.0018s latency).

Nmap done: 255 IP addresses (5 hosts up) scanned in 23.12 seconds



Scanning

• Full-open scan

• Stealth or half-open scan

• Xmas tree scan

• FIN scan

• NULL scan

• Idle Scanning

• ACK scanning

• UDP scanning
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Background – TCP handshake

• TCP flags

– SYN

– ACK

– URG

– PSH

– FIN

– RST
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TCP FLAGS



Full-Open scan

• Full three-way TCP handshake

• Detected by IDS and FW
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nmap –sT –v <target IP address>



Stealth, Half-Open scan

• Stops after SYN-ACK message

• Sends RST after SYN-ACK

• Less noisy, creates less log at the target
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nmap –sS –v <target IP address>



Xmas tree scan

• Send packets with URG PSH and FIN + port 
number 

• Combination of flags makes no sense and 
there is no adequate response, so silence is 
expected

• New systems drop the packet, but some older 
systems send RST if the port is closed or 
nothing if it is opened 
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nmap –sX –v <target IP address>



FIN Scan

• Send FIN+Port number

• Passes through the firewalls without changes

• If port is open – no response

• If port is closed RST is expected as a response
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nmap –sF –v <target IP address>



NULL Scan

• No flags are set in the scanning packet

• The result is similar to FIN scan
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nmap –sN –v <target IP address>



Idle Scan (1)

• Attacker is hidden behind the zombie host. Target does not 
know who is actually doing the scanning.

• Exploits IP Identification field (used for IP fragmentation to 
detect fragments that belong to the same packet) –
RFC6864

• IP ID field has to be unique for each packet 

• IP ID field is incremented for each packet in the same 
stream (between the same sources and destinations)

• Latest versions of Linux, OpenBSD, Windows from Vista are 
randomizing IPID field and are not suitable as zombies
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nmap -Pn -p- -sI zombie target



Idle Scan (2)
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Zombie Target

Scanner

(1) SYN/ACK
(2) RST (ID=x)

(3) SYN (SRC IP=zombie)

(4) SYN/ACK

(5) RST (ID=x+1)

(6) SYN/ACK

(7) RST (ID=x+2)



ACK scanning

• Used to detect stateful firewall on the path and its 
setup

• If ACK is sent to the non-existing TCP session on a 
specific host for both open and closed ports, RST is 
returned

• If nothing is returned, or if ICMP error codes are 
returned (e.g. unreachable) there is a Firewall in 
between.

• Firewalls can sometimes be avoided by fragmenting 
the packets (-f switch in nmap)
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nmap -sA -T4 target



UDP scanning

• UDP is connectionless protocol. No 

handshake, no flags.

• It is still possible to detect the open UDP 

ports:

– If UDP port P is open, when the UDP packet is sent 

to UDP port P, there is no response

– IF UDP port P closed, when the UDP packet is sent 

to UDP port P, ICMP Port Unreachable message is 

sent back
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hping3 tool

• Tool that can create crafted TCP/UDP packets

• Possible to set any flag, protocol type and do the scan

• ACK scan with hping3:
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Port 25 open

(RST received)

Port 23 closed

(ICMP unreach.)



OS Fingerprinting (1)

• Identifying the operating system of the host

• Each operating system has some specific 
implementation details and specific networking 
behaviour

• Active and passive scans:

– Active (more effective): send packets to the host and 
observe its behaviour and compare it to the database 
of OS fingerprints/responses

– Passive (less effective): sniff the traffic to the host and 
compare it to the OS fingerprints  



OS Fingerprinting (2)

• Fingerprinting analyses the following parameters:
– IP TTL values

– IP ID values

– TCP Window size

– TCP options (generally, in TCP SYN and SYN+ACK packets)

– DHCP requests

– ICMP requests

– HTTP packets (generally, the User-Agent field)

– Running services

– Open port patterns

22

nmap -O target



Active fingerprinting - examples
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Passive fingerprinting

• Different OSs use 

different initial 

values for TTL or 

initial TCP window 

size

• Tool pOf
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Banner grabbing

• Grab what the service is 
returning about itself

• Can be done using telnet 
on specific port

• Useful for detecting 
software/OS versions

• Banners can be hidden

• Online tool: 
https://www.netcraft.com/

• Other tools:
– Xprobe (Linux)

– Maltego
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Sniffing network traffic



Sniffing

• Viewing raw packet content. Limited for the 
encrypted packets (TLS, IPsec,…)

• All the packets on the machine where the sniffer 
is can be captured

• Switched network – only those in the same 
collision domain (port)

• SPAN/Mirror ports

• Optical network taps

• Lawful interception



Sniffers

• wireshark/tshark (based on dumpcap)

• tcpdump (less protocol decoding)

• WinDump

• OmniPeek

• DSniff

• EtherApe

• NetWitness

• …



Network capturing cards
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Inline fibre taps
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Capturing performance

• wireshark writes to disk (slow) and can drop 

packets (on links with higher than 1Gbps 

capacity)

• tshark (command line tools) are faster (less 

drop)

• dumpcap is faster than wireshark/tshark

• Improve with SSD or RAM disk
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Raw packet capture
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Raw packet capture
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Botnet C&C communication
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Other techniques

• Vulnerability scanners

• Network mappers

• …

35



ENUMERATION 
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Hacking phases

1. Reconnaissance

1. Passive (public info)

2. Active (engaging the target – calls, emails,…)

2. Scanning

3. (enumeration)

4. Gaining Access

5. Maintaining access/escalating privileges

6. Clearing traces
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Enumeration

• Gaining in-depth 
information from a 
target system by 
exploiting active services

• Can be illegal

• Can expose the 
attacker/tester

• Knowledge about the 
operating systems and 
service internals are 
required
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Enumeration techniques

• Try default passwords (hundreds of thousands of 
devices use default factory passwords – Mirai, linkedin)

• Look for the info from:
– DNS

– Email (SMTP, POP3)

– SNMP

– NTP

– LDAP

– Web servers

– Other protocols…

• Knowledge about these protocols is desirable



SNMP enumeration

• Simple Network Management Protocol

– v1 – RFC 1157 

– v2  - RFC 3416 - 3418

– v3 – RFC – 3410 - 3418 

• Transport protocol UDP

– port 161: send and receive

– port 162: traps



Getting information from SNMP

1. Sniff the network traffic

2. If SNMPv1 or v2 is used, read the community strings

3. If SNMPv3 try default community values

4. Use SNMP browser to read the device/service parameter

• The following can be extracted through SNMP:
– Network resources such as hosts, routers, and devices

– File shares

– ARP tables

– Routing tables

– Device-specific information

– Traffic statistics
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MIB Browser



Getting information from DNS

• Regular DNS queries using dig or nslookup – UDP 53

• Zone transfers – whole tables moved as between primary 
and secondary DNS servers (often disabled by DNS admin) 
– TCP 53
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Simple script to get all DNS records in 

a network from reverse DNS



Getting information from SMTP

• Try to connect to mail server using SMTP

• Some SMTP commands

– HELO – identify sender domain name

– VRFY – verify the availability of the server

– RCPT – specify message recipient

– …
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Email – POP3 information

• POP3 commands

– USER <username>

– PASS <password>

– STAT

– LIST

– RETR

– DELE

– RSET

– TOP

– QUIT



Active directory / LDAP

• Stores users, profiles, passwords,…

• LDAP – TCP/UDP 389

• LDAP tools:

– Jxplorer

– LDAP admin tool

– LDAP Account manager

– Active directory explorer



Web server enumeration

• Various tools for spidering



Getting information from NetBIOS
• Used to access information from a remote computer in LAN

• Enabled by default, but best practice is to filter over WAN 
ports

• Runs over TCP (NBT – NetBIOS over TCP)
– UDP 137 – name services

– UDP 138 – datagram services

– TCP 139 – session services
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NetBIOS names



NetBIOS scanning tools

• SuperScan -
https://www.filecroco.com/download-superscan/

• Hyena -
https://www.systemtools.com/hyena/download.
htm

• Winfingerprint -
https://packetstormsecurity.com/files/38356/win
fingerprint-0.6.2.zip.html

• NetBIOS enumerator -
http://nbtenum.sourceforge.net/

• Nsauditor - http://www.nsauditor.com/


