
Attack methodology and phases
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Hacking phases

1. Reconnaissance

1. Passive (public info)

2. Active (engaging the target – calls, emails,…)

2. Scanning

3. (enumeration)

4. Gaining Access

5. Maintaining access/escalating privileges

6. Clearing traces
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Hacking phases
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a. Passive (public info)
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2. Scanning
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4. Gaining Access

5. Maintaining access/escalating privileges

6. Clearing traces
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Reconnaisance

• First step in all attacks and penetration tests

• Goal: Getting all the available information 

about the target

• Two key phases:

– Footprinting (gathering general and technical 

information about the target)

– Scanning (gathering in depth information about 

the ICT resources of the target)
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FOOTPRINTING
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Footprinting

• Passive and active information gathering

• Information gathered:

– IP addresses

– Namespaces

– Devices, operating systems and applications in use

– Employee information

– Phone numbers

– Physical security measures

– …
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Footprinting methodology

• Collect publicly available information about the 
target (company, employees, addresses, 
workforce capabilities, knowledge and 
experience, organizational model,…)

• Collect technical data about the ICT resources (IP 
addresses, domains, servers, ICT services, service 
model – in house or outsourced,…)

• Collect technical data about the network 
connectivity, security policy, devices in use

• Locate potential vulnerabilities
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Information about the organization

• Website, contacts, location, local addresses 

and phones 

• Job posts – ICT skills asked (can indicate 

devices and software in use)

• Employees – names, positions

• News and press releases

• Social media (facebook, twitter, linkedin,…)
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Social Networking and Information 

Gathering

• Look for people on social networks like facebook, 
twitter, instagram, linkedin

• Echosec / TBD

• Maltego

• “Hacking humans” 
– Eavesdropping

– Phishing

– Shoulder surfing

– Dumpster diving

• Job sites 

• Company business analysis
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People search
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People search
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People search
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“search engine hacking”

• Explore data publicly available in search engines

• Using advanced operators to fine-tune the results

• Don’t look just the first page of results

• Use different search engines (duckduckgo, baidu, 
yandex,…)

• Look at the older version of the site: 
https://archive.org/

• https://www.exploit-db.com/google-hacking-
database/
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Google operators

• https://ahrefs.com/blog/google-advanced-search-
operators/

• Some examples:
– cache Displays the version of a web page that Google contains 

in its cache instead of displaying the current version. Syntax: 
cache:<website name>

– site Restricts the search to the location specified. Syntax: 
<keyword> site:<website name>

– allintitle Returns pages with specified keywords in their title. 
Syntax: allintitle: <keywords>

– allinurl Returns only results with the specific query in the URL. 
Syntax: allinurl: <keywords>

• Google can shut down queries using advanced operators if 
too many appear in a short period of time.
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Advanced google search
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Google hacking database
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Location and Geography

• Look for the office location, position, nearby 
restaurants, etc. Useful for:

– Dumpster diving, 

– Social engineering

– Physical penetrations

• Use

– Google Earth, maps or other maps

– Webcams

– Websites like: bele strane, spokeo, yabasearch, wink, 
intelius
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Finding the IP addresses

• ping www.domain.com

• ping can be blocked, but the IP address is resolved

• MANY companies host their web servers at the CDNs (outsourced 
service)

• Ping gives IP address, round-trip-time, framesize

• traceroute (tracert) – path to the target
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DNS records

• Address Mapping record (A Record)—also known as a DNS host record, stores a hostname and its 
corresponding IPv4 address.

• IP Version 6 Address record (AAAA Record)—stores a hostname and its corresponding IPv6 address.

• Canonical Name record (CNAME Record)—can be used to alias a hostname to another hostname. 
When a DNS client requests a record that contains a CNAME, which points to another hostname, 
the DNS resolution process is repeated with the new hostname.

• Mail exchanger record (MX Record)—specifies an SMTP email server for the domain, used to route 
outgoing emails to an email server.

• Name Server records (NS Record)—specifies that a DNS Zone, such as “example.com” is delegated 
to a specific Authoritative Name Server, and provides the address of the name server.

• Reverse-lookup Pointer records (PTR Record)—allows a DNS resolver to provide an IP address and 
receive a hostname (reverse DNS lookup).

• Certificate record (CERT Record)—stores encryption certificates—PKIX, SPKI, PGP, and so on.

• Service Location (SRV Record)—a service location record, like MX but for other communication 
protocols.

• Text Record (TXT Record)—typically carries machine-readable data such as opportunistic 
encryption, sender policy framework, DKIM, DMARC, etc.

• Start of Authority (SOA Record)—this record appears at the beginning of a DNS zone file, and 
indicates the Authoritative Name Server for the current DNS zone, contact details for the domain 
administrator, domain serial number, and information on how frequently DNS information for this 
zone should be refreshed.
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DNS tools

• nslookup,

• host,

• dig,

• www.dnsstuff.com

• centralops.net

• dig web tools: 

– https://toolbox.googleapps.com/apps/dig

– https://www.digwebinterface.com/

21



Browsing DNS records

• Look for the names 

of people, devices, 

software, purpose of 

the device (servers) 

in DNS records

• Name and Mail 

servers in the 

domain
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https://toolbox.googleapps.com/apps/dig
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Browsing DNS records
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Computer in a lab

Cameras in a lab

Professors PCs

Printers

Dedicated software
Vice deans lap top

Cisco switch
Testing software

Juniper switch
Monitoring software

Cisco switch

Cisco Access Points

Printers



Ranjivost printera
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Finding the IP addresses

• If the target is LIR or has an autonomous 

system, search the RIR database for:

– IP addresses

– AS number, peering

– Responsible persons

– Routing information (connected to, path to)

– Route registry: http://www.irr.net/

• https://www.robtex.com/
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RIPE database – Telekom case
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AS and routing information – Telekom
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Email analysis

• politemail.com 

• whoreadme.com  

• https://www.ip2location.com/free/email-

tracer

• … 
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Social engineering and physical 

security



SOCIAL ENGINEERING



Social engineering

• Targeting human beings rather than technology

• Humans are often the weakest link in the security of a 
system

• Human beings tend to trust each other, but also the 
attacker can abuse moral obligations or ignorance, 
threat the victim, promise easy gains…

• Human beings also tend to develop routines and to do 
many things without thinking

• It is easier to ask for a password than to do the 
dictionary or brute force attack

• A lot of malware/ransomware was installed by the 
victims voluntarily



Social engineering is successful 

because

• There is no technological fix (there is no patch 

for human stupidity)

• Does not leave log traces

• Insufficient or inappropriate security polices

• Lack of training/teaching all the employees 

how to recognize social engineering attempts



Social engineering phases

1. Use footprinting to get the details about a target 

(attacks with a lot of accurate information are 

more credible), social networks

2. Select a group or an individual who can have the 

needed information. Look for ignorant, 

frustrated, overconfident or arrogant 

individuals.

3. Create a relationship with a victim

4. Exploit the relationship with a victim



Common targets

• Receptionists/office managers

• Help desk

• System administrators

• Executives

• Users



Some social engineering strategies

• Clickbaits:

– Test your IQ

– Naked photos of ###

– How to make a lot of money without work

• “I have inherited 1.000.000 USD and I need help”

• “Your device has been infected click to clean”

• “Your account needs an update, please send me 
your password”

• “I’ve recorded you doing XXX,…”



Social engineering countermeasures

• Don’t mix personal and professional information 
on social networks

• Don’t connect with unknown persons

• Don’t reuse passwords

• Think about what you are posting about yourself!

• Watch for browser warnings and suspicious pop-
ups and downloads

• Use private browsing

• Educate employees about this!!!



Identity theft

• The attacker can behave as if he/she has the 
identity of the victim: 

– Cash withdrawals

– goods/service procurements

– Sending/receiving emails

– Revealing victim’s private information

– Abusing victim’s friends

– Doing various criminal activities under the name 
of a victim



Recent statistics
• Number of phishing URLs - increase of 38% from 2017 to 

2018

• Spear phishing emails make 65% of all infection vectors. 
Spear phishing is the number one cyber-threat to 
organizations in the European Union (EUROPOL)

• Phishing attacks, which aim to trick unsuspecting users into 
clicking on something or providing personal information, 
were also on the rise, with the majority (55%) of 
respondents identifying a rise in phishing attacks over the 
last 12 months.

• Email is a common delivery mechanism for ransomware, 
which is having a growing impact on organizations. 53% of 
organizations experienced a business-disrupting 
ransomware attack, up from 26% in the 2018 report.



(IDN) homograph attack



Only one of these domains is really a 

bank domain. Which one?

A. https://www.kombank.com/sr

B. https://www.kоmbank.com/sr

C. https://www.kоmbаnk.com/sr

D. https://www.kombаnk.com/sr

E. https://www.kοmbank.com/sr

F. https://www.kօmbank.com/sr



Answer:
A. https://www.kombank.com/sr    https://www.kоmbank.com/sr   

B. https://www.kоmbank.com/sr   https://www.xn--kmbank-wqf.com/sr 

C. https://www.kоmbаnk.com/sr    https://www.xn--kmbnk-6ve9g.com/sr 

D. https://www.kombаnk.com/sr    https://www.xn--kombnk-6nf.com/sr

E. https://www.kοmbank.com/sr https://www.xn--kmbank-i0e.com/sr

F. https://www.kօmbank.com/sr https://www.xn--kmbank-bmh.com/sr

Cyrillic o and a. greek omikron. Armenian letter o.

Less sofisticated attacks - Punnycode replacement with similar letters:

A. https://www.kombạnk.com/sr https://www.xn--kombnk-zc8b.com/sr 

B. https://www.kоrnbank.com/sr

C. https://www.kӧmbank.com/sr https://www.xn--kmbank-ppg.com/sr 



Other frauds: Typosquatting, 

Doppelganger domain

Misspelling: exemple.com

Typo: examlpe.com, arifrance.com

Wrong TLD: google.org

Instead mail.google.com: mailgoogle.com



PHYSICAL SECURITY



Physical security

• Protecting personnel, hardware, applications, facilities from 
natural disasters, theft, insider and outsider threats.

• The attacker who has the physical access to the equipment 
can get any information (keyloggers, cameras, 
microphones, console access,…)

• Securing the physical area of the company (data centre, 
offices, cable ducts, portable drives, mobile devices…)

• Fences, gates, locks, walls, windows, mantraps, video 
surveillance 

• Access using pins, cards, biometrics, keyboard dynamics

• Procedures for the access to the restricted parts of the 
company


