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1. Enter the following address in the browser:

e https://www.tenable.com/tenable-for-education/nessus-
essentials

and register for a free account. After opening a new page, click the Download button.

Register for an Activation Code

First Name * Last Name *
Email *

Check to receive updates from Tenable
2. Find the appropriate version of the Nessus tool and download the installation file.

@ Nessus-8.10.0- Jbuntu 11.10, 12.04, 12.10, 13.04, 13.10, 919 Mar 24, 2020
ubuntul110 amd61«%@ 14.04, 16.04, 17.10, and 18.04 AMD64

3. Position yourself in the folder with the downloaded installation file (cd Downloads) and
enter the following command:

® sudo dpkg —-i Nessus—-8.10.0-ubuntulllO_amd64.deb

4. After installation, enter the following command to run the tool:
¢ sudo /etc/init.d/nessusd start

Then enter the following address in the browser to start configuring the scanner:
¢ https://localhost:8834/

In case the browser displays a warning of a potential risk, click on Advanced.. and go to the tool
configuration page.

5. Select Nessus Essentials and click Continue. Skip the next step with account registration
because it has already been done in step 1 by clicking the Skip button. In the next field, enter
the activation code that arrived at the e-mail address you entered during registration (step 1),
and then click on the Continue button. Finally, create an account with the desired username and
password and click the Submit button. After that, the process of initializing the Nessus tool
starts and it can take some time.
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Enter your activation code.

Activation Code *

B Register Offline EOTTTTTIIYY |

Sl cX Submit

6. After opening the tool, it is possible to search for available hosts by entering the range of /P
addresses to search. Enter the data as shown in the picture and click Submit.

Welcome to Nessus Essentials My Host Discovery Scan Results

Targets x.x.x.0/24

-

7. After the search, the addresses of the hosts that have been found will appear in the window.
The tool provides the ability to run a default scan, but we will first create our scan configuration.
Click the Back button, and then click Close.

8. Before creating the configuration, enable some services (optional) on VM2 that will be
scanned:

® Enable routing with the command:
o sudo sysctl -w net.ipvéd.ip_forward=1l
¢ |nstall the FTP server using the command:
o sudo apt install vsftpd
e Start the FTP server with the command:
o sudo systemctl restart vsftpd.service
e Use WinSCP to connect to VM3 (same address and credentials as for SSH connection)
and place the SimpleAuthServer.py file in a folder in the path
home/student/Documents/web/
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e Use the command cd Documents/web to position yourself in the folder and start the
web server using command:
o sudo python SimpleAuthServer.py 80 username:password
e |nstall an older version of ApacheDS. Download the desired old version from the
following page:
o https://directory.apache.org/apacheds/download-old-
versions.html

ApacheDS 2.0.0-M6 Download 29/Feb/2012
ApacheDS 2.0.0-M5 Download, Javadoc, Xref | 07/Feb/2012
X

ApacheDS 2.0.0-M4 avadoc

ref | 09/)an/2012
ApacheDS 2.0.0-M3 Download, Javadoc, Xref | 12/Sep/2011
ref

ApacheDS 2.0.0-M2 Download, Javadoc 22/Aug/2011

ApacheDS 2.0.0-M1 Download, Javadoc, Xref 25/Jun/2011

apacheds-2.0.0-M4-64bit.dmg.shal 2012-01-17 13:53 113

|apacheds-2.0.0-M4-amd64. deb | 2012-01-17 13:53 9.0M

apacheds-2.0.0-M4-amd64.deb.asc 2012-01-17 13:53 833

apacheds-2.0.0-M4-amd64.deb.md5 2012-01-17 13:53 33

apacheds-2.0.0-M4-amd64.deb.shal 2012-01-17 13:53 113
=

e Position yourself in the folder where the installation file was downloaded (cd

Downloads) and perform the installation:
o sudo dpkg —-i apacheds-2.0.0-M4-amd64.deb

e Javais required to run the service. Install Java using command:
o sudo apt install default-jre

e Start service with the command:
o sudo /etc/init.d/apacheds-2.0.0-M4-default start

e Students are encouraged to try activating different services than those given in this
example before scanning, as well.

9. In the menu on the left, click Policies, and then click New Policy.

Policies Import © New Policy
I @ My Scans 2

@ AlScans
i Trash

Policies allow you to create custom templates defining what actions are performed during a scan. Once

= created, they can be selected from the list of scan templates. From this page you can view, create,

import, download, edit, and delete policies. N
Q@ Policies
Plugin Rules
& scanners

Community

Research
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10. From the templates provided, select Advanced Scan.
e

Host Discovery

AA {‘) m n
Y o - A 4

Basic Network Scan Advanced Scan Advanced Dynamic Scan Malware Scan

- \ o ¢ '
Mobile Device Scan Web Application Tests Credentialed Patch Audit

Badlock Detection

11. Enter the desired policy name and optional description.

New Policy / Advanced Scan

< Back to Policy Templates

Settings Credentials Plugins
BASIC v
Test_Scan

DISCOVERY Name =
ASSESSMENT

Description My custom scan
REPORT
ADVANCED

12. Clicking on Discovery opens a form that should be filled out as follows.

Settings Credentials Plugins

BASIC
Remote Host Ping

DISCOVERY

Ping the remote host X

Host Discovery

Port €

Senw Fragile Devices
ASSESSMENT
Scan Network Printers
REPORT
e Scan Novell Netware hosts

Scan Operational Technology devices

Wake-on-LAN
List of MAC addresses Add File
Boot time wait (in minutes) 5
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The rest of the configuration can remain as default. Students are advised to try different
configurations after working with this one.

13. Click on the Credentials tab, select the SSH option and select the password for the
authentication method, and then enter the necessary data.

Settings Credentials Plugins
Host - SSH  User: student, Auth method: password

Authentication method password v

SNMPV3 k
Username student

SSH

Windows Password (unsafe!) esscscee
Elevate privileges with Nothing a

Custom password prompt

14. On the Plugins tab, you can select the plugins as desired.

Show Enabled | Show All

Settings Credentials Plugins
STATUS PLUGIN FAMILY . TOTAL STATUS PLUGIN NAME PLUGIN ID
AIX Local Security Checks 11370 4553 Parasite Mothership Backdoor Detection 11187
ENABLED Amazon Linux Local Security Checks 1571 Agobot.FO Backdoor Detection 12128
Backdoors 120 ETENRSE  alya.cgi CGI Backdoor Detection 11118
CentOS Local Security Checks 3045 Arugizer Backdoor Detection 45005
CGl abuses 4265 ASUS Router 'infosvr' Remote Command Execut 80518
CGl abuses : XSS 683 BackOrifice Software Detection 10024
CIsCo 1392 Bagle Worm Removal 12027
Databases 682 Bagle.B Worm Detection 12063
Debian Local Security Checks 6767 Bind Shell Backdoor Detection 51988
Default Unix Accounts 171 Bugbear Worm Detection 11135
EEVTEEE  Denial of Service 10 ENABIED Ruahear R Weh Rackdoor Detection 1707

15. Save the changes by clicking Save, then click Back to policies. A newly created policy should
have appeared.
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Template Last Modified

Advanced Scan Today at 5:05 PM

16. In the menu on the left, select Scans, then click New scan.

My Scans
I i My Scans 1
@ AlScans
@ Trash
Name Schedule Last Modified

R My Host Discovery Scan ©On Demand Today at 5:04 PM
0 oicies
@ Piugin Rules
€ scanners

Community

Research

17. Go to the tab of user-defined templates and from there select the created template.

Scan Templates

< Back to Scans
Scanner User Defined

Test_scan

»

18. Enter the scan name and desired addresses. Save changes and go back.

Settings
BASIC v
General e
Description
k Folder
Targeis

Upload Targets

Save - Cancel

Internal network scan

My Scans -

19. Select the created scan and run it as shown in the figure.
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My Scans More ¥ Import New Folder

Configure »
Clear Selected Item Copy to
Laur‘@ »
= Name Schedule Last Modified
Move to
My Host Discovery Scan On Demand Today at 5:04 PM
«  Internal network scan On Demand N/A

20. After the scan is complete, you can read the report details by clicking on the completed
scan. You can see the hosts found in the Hosts tab, as well as the scan details in the
Vulnerabilities tab.

Vulnerabilities

Hosts 3 iliti 42 ons 10 History 7
Filter v L
Sev Name Family Count Scan Details
=B Canonical Ubuntu Ubuntu Local Security Checks 26 Policy: Test_scan
Status: Completed
EZER : sst(Mutipeissu General 10 Scanner Local Scanner
Start Today at 4:07 PM
IP Forwarding Enabled Firewalls il End Today at 4:13 PM
Elapsed: 5 minutes
X Server Detection Service detection 2
& SSH (Multiple Issu General 16
® Critical
Netstat Portscanner (S Port scanners 14 ® High
Medium
e Low
Service Detection Service detection 1 o
nfo

SSH (Multiple Issu Misc 9

21. By clicking on the found weakness you can see the details of the weakness and the
recommendations for resolution.

IP Forwarding Enabled
Description
The remote host has IP forwarding enabled. An attacker can exploit this to route packets through the host and potentially

bypass some firewalls / routers / NAC filtering.

Uniess the remote host is a router, it is recommended that you disable IP forwarding

Solution
On Linux, you can disable IP forwarding by doing

echo 0 > /proc/sys/net/ipva/ip_forward
On Windows, set the key 'IPEnableRouter’ to 0 under

HKEY_LOCAL_MACI urrentC ices\Tepip\P:

On Mac OS X, you can disable IP forwarding by executing the command
sysctl -w net.inet.ip.forwarding=0

For other systems, check with your vendor.

22. Selecting Export/HTML generates an HTML document with a detailed report.
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NOTICE FOR STUDENTS

Topics of this laboratory exercise may involve the study of various
mechanisms that violate information security and make intrusions into
computer systems and networks.

The application of these mechanisms when executed towards the
systems of individuals and legal entities, which are not familiar with
them and are not consentient with the activities on checking
vulnerability and testing intrusions into their systems, is punishable
under the Criminal Law of the Republic of Serbia (Articles 298 to 304a).

Students performing this laboratory exercise may use these methods
for study purposes only within the closed laboratory environment
provided for teaching the Advanced Network and System Security
course and described in Network Security Laboratory (NS Lab) Design
and Hybrid NS and Crypto Lab Implementation documents available at:
https://isses.etf.bg.ac.rs/labs/

Students may not imply that they are in any way encouraged or that
they are recommended to use these methods toward systems of any
third party entity or individual.

Any eventual activity that a student would undertake using these
methods and mechanisms according to systems that are not within the
laboratory on the course is the sole responsibility of the student.



